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Economics of the Cloud

https://www.google.ch/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&cad=rja&uact=8&ved=2ahUKEwjho6Xgq-_nAhXEzKQKHVwjAE8QFjAAegQIAxAB&url=https%3A%2F%2Fdownload.microsoft.com%2Fdownload%2F6%2Fe%2F4%2F6e4cb3d1-5004-4024-8d90-6c66c83c17aa%2Fthe_economics_of_the_cloud_white_paper.pdf&usg=AOvVaw377SzhC30dDUFb_yXlJ8iD






• Eine Instanz für alle Kunden

• Eine Gruppe Administrator

• Fixe Ressourcen werden geteilt

• Kosten wachsen sub-linear

• Jeder Kunde hat eine eigene Instanz

• Jede Instanz wird separat administriert

• Dedizierte Ressourcen

• Kosten nehmen linear mit Wachstum zu
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Die Bereitstellung von Hyperscale Cloud Services, benötigt ein

radikales Umdenken bezüglich Technologieeinsatz, Prozessen und 

Personaleinsatz







CONTRACTING

INDEPENDENTLY VERIFIED

DESCRIPTIVE INFORMATION

Microsoft Online Services Terms (OST), …

ISO27001, 27002, 27018, Audit Report, …

Microsoft Trustcenter whitepapers, …

MICROSOFT AS DATA 
PROCESSOR

INTEGRATED CONTROLS

CUSTOMER AS DATA 
CONTROLLER

RISKS

SECURITY

PRIVACY

QUALITY OF SERVICE

GOVERNANCE

RISK 
MANAGEMENT

COMPLIANCE

CUSTOM(ER) CONTROLS

Integriertes Kontrollsystem



https://www.microsoft.com/de

-ch/trust-center/

https://www.microsoft.com/de-ch/trust-center/


Strong commitment to meeting industry standards 

Over 2,200 controls in the 

Microsoft compliance 

framework enable us to stay up 

to date with the ever-evolving 

industry standards across 

geographies.

Trust Microsoft’s verified 

services

Microsoft is regularly audited 

and submits self-assessments

to independent 3rd party 

auditors while holding key 

certifications.

Continuous compliance 

Microsoft actively works with 

countries and regions to stay up 

to date and is committed to 

meeting relevant compliance 

regulations, such as the GDPR.

United States
CCPA 

CJIS

CSA CCM

DISA
FDA CFR Title 21 Part 11

FEDRAMP

FERPA 

FIPS 140-2

FISMA

HIPAA/HITECH
HITRUST CSF

IRS 1075

ISO/IEC 22301, 27001, 

27017, 27018, 9001

MARS-E

NIST 800-171

PCI DSS
Section 508 VPATs

SOC 1, 2, 3

WCAG 2.0

Canada
CSA CCM

ISO/IEC 22301, 27001, 

27017, 27018, 9001

OSFI
PIPEDA

SOC 1, 2, 3

WCAG 2.0

Argentina
Argentina PDPA

CSA CCM

ISO/IEC 22301, 27001, 

27017, 27018, 9001
SOC 1, 2, 3

WCAG 2.0

Spain
CSA CCM

ENISA IAF

EU Model Clauses

EU GDPR
EU-U.S. Privacy Shield

ISO/IEC 22301, 27001, 

27017, 27018, 9001

SOC 1, 2, 3

Spain ENS

Spain LOPD Auth.
WCAG 2.0

United Kingdom 
CSA CCM

Cyber Essentials Plus

DPP

ENISA IAF
EU Model Clauses

EU GDPR

FACT

FCA

ISO/IEC 22301, 27001, 

27017, 27018, 9001
NHS IG Toolkit

PASF

SOC 1, 2, 3

UK-G-Cloud

WCAG 2.0
European Union 
CSA CCM

ENISA IAF

EN 301 549

EU Model Clauses
EU GDPR

EU-U.S. Privacy Shield

ISO/IEC 22301, 27001, 

27017, 27018, 9001

SOC 1, 2, 3

WCAG 2.0

Netherlands
BIR 2012

CSA CCM

ENISA IAF

EN 301 549
EU Model Clauses

EU GDPR

EU-U.S. Privacy Shield

ISO/IEC 22301, 27001, 

27017, 27018, 9001

NEN-7510
SOC 1, 2, 3

WCAG 2.0

Germany 
CSA CCM

ENISA IAF

EU Model Clauses

EU GDPR
EU-U.S. Privacy Shield

IDW DS 951

ISO/IEC 22301, 27001, 

27017, 27018, 9001

SOC 1, 2, 3

WCAG 2.0

China
ISO/IEC 20000-1

China GB 18030

China MLPS

China TRUCS

Australia
CSA CCM

IRAP (CCSL)

APRA

ISO/IEC 22301, 27001, 
27017, 27018, 9001

SOC 1, 2, 3

WCAG 2.0

New Zealand
CSA CCM

ISO/IEC 22301, 27001, 

27017, 27018, 9001

NZCC Framework
SOC 1, 2, 3

WCAG 2.0

Singapore
CSA CCM

ISO/IEC 22301, 27001, 

27017, 27018, 9001

MAS + ABS
MTCS

SOC 1, 2. 3

WCAG 2.0

Japan
CSA CCM

CS Mark (Gold)

FISC

ISO/IEC 22301, 27001, 
27017, 27018, 9001

Japan My Number Act

SOC 1, 2, 3

WCAG 2.0

India
CSA CCM

ISO/IEC 22301, 27001, 

27017, 27018, 9001 

MeitY



Vertragliche Zusicherungen

• Kundendaten werden exakt nur so bearbeitet, wie vom

Datenherrn instruiert

• Überantwortung der Geheimhaltungspflichten an 

Unterauftragsnehmer

• Löschung von Kundendaten

• Einhaltung international anerkannter (Sicherheits-) Standards 

inkl zugehöriger Prüfberichte (ISO 27001, NIST 800-53A)

• Klare Richtlinien für die Zusammenarbeit mit 

Strafverfolgungsbehörden

• General Data Protection Regulation (DSVGO)

• (Speicherort für Kundendaten innerhalb der Europäischen

Union oder Schweiz)

Commercial Licensing Terms 

(microsoft.com)

https://aka.ms/dpa

https://www.microsoft.com/licensing/terms/welcome/welcomepage
https://aka.ms/dpa


Privileged Access Management

Grants least privilege

required to complete task

Multi-factor 

authentication required 

for all administration

Access requests are

audited, logged, and

reviewed

No standing access to the 

customer data

Pre-screened 

Admin 

requests access

Leadership grants

temporary privilege

Just-in-

Time & 

Role-Based 

Access

Office 365

BLOBS TABLES QUEUES DRIVES Microsoft 

Corporate 

Network

29



Customer Lockbox



Management Activity API

Data Center Security Cmdlet Schema 
Parameters Type Mandatory? Description 
StartTime Edm.Date Yes The start time of the cmdlet execution. 

EffectiveOrganization Edm.String Yes 
The name of the tenant that the elevation/cmdlet 
was targeted at. 

ElevationTime Edm.Date Yes The start time of the elevation. 
ElevationApprover Edm.String Yes The name of a Microsoft manager. 

ElevationApprovedTime Edm.Date No 
The timestamp for when the elevation was 
approved. 

ElevationRequestId Edm.Guid Yes A unique identifier for the elevation request. 
ElevationRole Edm.String No The role the elevation was requested for. 
ElevationDuration Edm.Int32 Yes The duration for which the elevation was active. 

GenericInfo Edm.String No 
Used for comments and other generic 
information. 

 



https://www.microsoft.com/about/csr/transparencyhub/

https://www.microsoft.com/about/csr/transparencyhub/


Datacenter SecurityClient Security

Encryption in the Microsoft Cloud

https://docs.microsoft.com/en-us/microsoft-365/compliance/office-365-encryption-in-the-microsoft-cloud-overview?view=o365-worldwide




Microsoft Cloud in Switzerland



Complete Cloud Offer
Synergies with underlying common layer



Compliance Assets for Customers and Partners

https://aka.ms/publicsectorCH

Public Sector – Azure Cloud Design

https://aka.ms/publicsectorCH


Table of contents: 

- Legal context to the Swiss Public Sector cloud design

- Swiss Information Protection Regulation & data categories

- Control objectives and risks

- Azure control framework and blueprint description



Cloud Nutzung in der öffentlichen Hand

„Öffentliche Organe können für ihre Datenbearbeitungen – wenn ihre Auslagerung nach den 
allgemeinen Regeln für die Auftragsdatenbearbeitung (siehe die Leitfäden im Anhang) 
zulässig ist – auch Cloud-Dienstleistungen Dritter in Anspruch nehmen. Dafür sind in einer 
umfassenden Risikoanalyse die spezifischen Risiken bei Inanspruchnahme von 
CloudDienstleistungen zu berücksichtigen…“

„Die öffentlichen Organe, die für ihre Aufgabenerfüllung Cloud-Dienstleistungen in Anspruch 
nehmen, tragen weiterhin vollumfänglich die Verantwortung für die Datenbearbeitung. Das 
öffentliche Organ (bzw. seine oberste Leitung) ist angehalten, schriftlich zu bestätigen, dass 
es die Risiken verstanden hat und das Restrisiko übernimmt“…

Cloud-Merkblatt (privatim.ch)

Jeder Organisation hat eigene Risikobeurteilungsgrundlagen welche verwendet werden können.
Beurteilung Risiko «Auslandzugriff» z.B. via Assessment Rosenthal PowerPoint-Präsentation (rosenthal.ch)
https://www.rosenthal.ch/downloads/Rosenthal_Cloud_Lawful_Access_Risk_Assessment.xlsx

https://www.privatim.ch/wp-content/uploads/2022/02/privatim_Cloud-Merkblatt_v3_0_20220203_def._DE-1.pdf
https://www.rosenthal.ch/downloads/Rosenthal-Modell-CLOUD-Act.pdf
https://www.rosenthal.ch/downloads/Rosenthal_Cloud_Lawful_Access_Risk_Assessment.xlsx


https://www.google.ch/imgres?imgurl=https%3A%2F%2Fwww.ubs.com%2Fimg%2FUBS_Logo_Semibold.svg&imgrefurl=https%3A%2F%2Fwww.ubs.com%2Fch%2Fde.html&docid=aLnPyrRl4SnzPM&tbnid=ro4OC9gyqafQEM%3A&vet=10ahUKEwjU9bXJ8JbkAhXM0aQKHfABCq0QMwhOKAAwAA..i&w=800&h=290&itg=1&bih=799&biw=1368&q=ubs%20logo&ved=0ahUKEwjU9bXJ8JbkAhXM0aQKHfABCq0QMwhOKAAwAA&iact=mrc&uact=8
https://www.google.ch/imgres?imgurl=https%3A%2F%2Fwww.wincasa.ch%2FWINC%2Fimg%2Flogo.png&imgrefurl=https%3A%2F%2Fwww.wincasa.ch%2Fde-ch%2Fhome-de&docid=VeqNtgvFxXoX4M&tbnid=vBtmiemTile4VM%3A&vet=10ahUKEwi6gLS4uZnkAhWQL1AKHTCXBvoQMwg_KAEwAQ..i&w=480&h=105&bih=799&biw=1368&q=wincasa%20logo&ved=0ahUKEwi6gLS4uZnkAhWQL1AKHTCXBvoQMwg_KAEwAQ&iact=mrc&uact=8


Swiss DC Partner Ecosystem – Extract of Partners Actively Supporting the Motion 

https://www.google.com/imgres?imgurl=https%3A%2F%2Fcdn.pressebox.de%2Fa%2Fcf014dee41b2e0bb%2Fattachments%2F0310494.attachment%2Ffilename%2FCOMPAREX%2BLogo.jpg&imgrefurl=https%3A%2F%2Fwww.pressebox.com%2Fpressrelease%2Fcomparex-ag%2FCOMPAREX-Poland-is-Acknowledged-Red-Hat-Linux-best-partner-in-2009-Award-by-Polish-Deputy-Prime-Minister-Waldemar-Pawlak%2Fboxid%2F360965&docid=0HiomUrl72zcaM&tbnid=rpIIixT7rfYeFM%3A&vet=10ahUKEwjlrJWAycfgAhV3QxUIHW-6Ba4QMwhCKAIwAg..i&w=591&h=120&bih=1039&biw=2048&q=comparex%20ag&ved=0ahUKEwjlrJWAycfgAhV3QxUIHW-6Ba4QMwhCKAIwAg&iact=mrc&uact=8
https://www.google.com/imgres?imgurl=https%3A%2F%2Fupload.wikimedia.org%2Fwikipedia%2Fcommons%2Fthumb%2Fa%2Faf%2FBechtle_AG_20xx_logo.svg%2F1200px-Bechtle_AG_20xx_logo.svg.png&imgrefurl=https%3A%2F%2Fen.wikipedia.org%2Fwiki%2FBechtle&docid=dG7kh32JhkpqKM&tbnid=bdIt5R0IdhYqKM%3A&vet=10ahUKEwi7-eebzcrgAhVC5eAKHQfUC8IQMwg-KAAwAA..i&w=1200&h=1021&bih=887&biw=1500&q=bechtle&ved=0ahUKEwi7-eebzcrgAhVC5eAKHQfUC8IQMwg-KAAwAA&iact=mrc&uact=8
https://www.google.com/imgres?imgurl=https%3A%2F%2Fcompetec.ch%2Fwp-content%2Fuploads%2F2011%2F12%2FAlltron_Logo_gross.png&imgrefurl=https%3A%2F%2Fcompetec.ch%2Funternehmen%2Forganisation%2Fmarken%2Falltron-solutions%2F&docid=kCHk6rGlYnimFM&tbnid=eloKLbGu5tQmDM%3A&vet=10ahUKEwi7wYf_zMrgAhWD2-AKHRU7DQEQMwgyKAAwAA..i&w=2835&h=546&bih=887&biw=1500&q=alltron&ved=0ahUKEwi7wYf_zMrgAhWD2-AKHRU7DQEQMwgyKAAwAA&iact=mrc&uact=8
https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=2ahUKEwj_wOb8sdHfAhUIThoKHTFkBpEQjRx6BAgBEAU&url=https%3A%2F%2Fwww.trivadis.com%2F&psig=AOvVaw3J63urUgs8KdIlrOKbGPty&ust=1546597267990993
https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=2ahUKEwiLyrvCr9HfAhVQzhoKHZONBFUQjRx6BAgBEAU&url=https%3A%2F%2Fwww.zuehlke.com%2Fch%2Fen%2Fabout-us%2Fpress%2F&psig=AOvVaw3f600FzabuzwjeHhDjHWqJ&ust=1546596614860549
https://www.google.com/imgres?imgurl=https%3A%2F%2Fonlinemagazin.wagner.ch%2Fwp-content%2Fuploads%2F2017%2F09%2Fcropped-160811_Logo_Wagner_RGB-2.png&imgrefurl=https%3A%2F%2Fonlinemagazin.wagner.ch%2F&docid=h7-CrmeDT4QsFM&tbnid=3u0Pj47rTXUT_M%3A&vet=10ahUKEwiJ7ZGx24vhAhXCxoUKHQJpChkQMwhLKA4wDg..i&w=1019&h=250&bih=887&biw=1500&q=wagner%20informatik%20schweiz&ved=0ahUKEwiJ7ZGx24vhAhXCxoUKHQJpChkQMwhLKA4wDg&iact=mrc&uact=8
https://www.google.com/imgres?imgurl=https%3A%2F%2Fpartnerlink.progress.com%2Fimages%2Fdefault-source%2Fpartner-logos%2FR_3G0QStejXWo5g2m_regular_partner_logo.jpg&imgrefurl=https%3A%2F%2Fwww.progress.com%2Fpartners%2Fpartner-directory%3FProducts%3DSitefinity&docid=t5B7wbrUpqPRJM&tbnid=Fm-jG0ngXJKhBM%3A&vet=10ahUKEwiA5Lm45LjhAhVLVRUIHcqgBQIQMwhMKAwwDA..i&w=320&h=170&bih=887&biw=1500&q=isobar%20schweiz%20logo&ved=0ahUKEwiA5Lm45LjhAhVLVRUIHcqgBQIQMwhMKAwwDA&iact=mrc&uact=8
https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=2ahUKEwiy2sSklNXiAhUnAGMBHT6oDhQQjRx6BAgBEAQ&url=%2Furl%3Fsa%3Di%26rct%3Dj%26q%3D%26esrc%3Ds%26source%3Dimages%26cd%3D%26ved%3D%26url%3Dhttps%253A%252F%252Fwww.facebook.com%252Fnexellent%252Fphotos%252F%26psig%3DAOvVaw1xkytmsCyVAPBS-wDbmFmw%26ust%3D1559920885499055&psig=AOvVaw1xkytmsCyVAPBS-wDbmFmw&ust=1559920885499055
https://www.google.com/imgres?imgurl=https%3A%2F%2Fupload.wikimedia.org%2Fwikipedia%2Fcommons%2Fthumb%2Fa%2Faf%2FBechtle_AG_20xx_logo.svg%2F1200px-Bechtle_AG_20xx_logo.svg.png&imgrefurl=https%3A%2F%2Fen.wikipedia.org%2Fwiki%2FBechtle&docid=dG7kh32JhkpqKM&tbnid=bdIt5R0IdhYqKM%3A&vet=10ahUKEwi7-eebzcrgAhVC5eAKHQfUC8IQMwg-KAAwAA..i&w=1200&h=1021&bih=887&biw=1500&q=bechtle&ved=0ahUKEwi7-eebzcrgAhVC5eAKHQfUC8IQMwg-KAAwAA&iact=mrc&uact=8
https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&ved=2ahUKEwj76oCPldXiAhVL8OAKHUVDCI8QjRx6BAgBEAQ&url=%2Furl%3Fsa%3Di%26rct%3Dj%26q%3D%26esrc%3Ds%26source%3Dimages%26cd%3D%26ved%3D%26url%3Dhttps%253A%252F%252Fwww.facebook.com%252F4itsolutions10%252Fphotos%252F%26psig%3DAOvVaw327iv4Deb0Yo3bPZDjYlVs%26ust%3D1559921109979747&psig=AOvVaw327iv4Deb0Yo3bPZDjYlVs&ust=1559921109979747
https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=2ahUKEwiom-i5tNHfAhUBxhoKHXijDLwQjRx6BAgBEAU&url=https%3A%2F%2Fwww.linkedin.com%2Fcompany%2Fnordcloud-ltd&psig=AOvVaw1Jbhvm6lyViqhj86tLTVin&ust=1546597940022691
https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=2ahUKEwjO3omAktXiAhUIFRQKHWUwARUQjRx6BAgBEAQ&url=%2Furl%3Fsa%3Di%26rct%3Dj%26q%3D%26esrc%3Ds%26source%3Dimages%26cd%3D%26ved%3D%26url%3Dhttp%253A%252F%252Fwww.srtechnics.com%252F%26psig%3DAOvVaw29bCO9JJIsVeVfzlK_73Ws%26ust%3D1559920269624869&psig=AOvVaw29bCO9JJIsVeVfzlK_73Ws&ust=1559920269624869
https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=2ahUKEwif2avJk9XiAhUNBWMBHfttC8IQjRx6BAgBEAQ&url=%2Furl%3Fsa%3Di%26rct%3Dj%26q%3D%26esrc%3Ds%26source%3Dimages%26cd%3D%26ved%3D%26url%3Dhttps%253A%252F%252Fwww.sits-group.ch%252Fgruppengesellschaften%252Fexecure-ag%252F%26psig%3DAOvVaw3beAz-s610qTwCe6lptYQT%26ust%3D1559920693208953&psig=AOvVaw3beAz-s610qTwCe6lptYQT&ust=1559920693208953




• Microsoft Cloud Adoption Framework für Azure - Cloud Adoption Framework | Microsoft Docs

•

•

Enabling Modern Collaboration –
Microsoft Adoption

https://docs.microsoft.com/de-de/azure/cloud-adoption-framework/
https://adoption.microsoft.com/enabling-modern-collaboration/




https://www.linkedin.com/in/cyrilhollenstein/

